




However, as explained in my previous declaration, determining the volume and contents of 

deleted files and establishing whether wiping software was actually executed is a process that 

must be customized for each one of the surviving systems. I estimated that, due to this 

complexity, the process would take approximately eight more weeks and that the cost of such a 

forensic analysis would, at a minimum, exceed $100,000. 

3. To date, CFS has incurred nearly $100,000 in fees and costs associated with 

device imaging, data recovery, analysis, storage, and hosting. At the request of plaintiffs' 

counsel, I have temporarily suspended CFS's work, pending this report and the response of the 

relevant parties. 

4. In this declaration, I briefly summarize some of my more recent findings thus 

far- with the caveat that this represents only some examples of what my analysis has uncovered. 

5. Of the nine hard drives I received on February 27, 2013, eight are readable, and 

the "drive image"- i.e. duplicate copy-of each drive has been subject to forensic analysis. The 

ninth, an external drive, bore marks indicating that the housing previously had been removed 

from the drive in a manner that physically damaged the outer housing, and it could not be read. 

The original drives have all been returned to the Legislative Technology Services Bureau. 

6. Of the eight readable drives, two were labeled as having been removed from a 

computer system with the name "ASM Republican WRK 32586"; two were labeled as having 

been removed from a computer system with the name "Sen Republican WRK 32864"; two were 

labeled as having been removed from a computer system with the name "Sen Republican WRK 

32587"; and two are external drives, labeled "ASM Republican" and "Senate Republican," 

respectively. 

7. The largest volume of deletions occurred on "Sen Republican WRK 32864". 

Hundreds of thousands of files (but likely less than one million) were deleted from "Sen 
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Republican WRK 32864"on July 25, 2012. The deletions were performed by a user logged into 

the system as "tollman." The files deleted include indexes, data tables, database files, and other 

files that appear to be associated with mapping software. The database files appear to have been 

created in June 20 II . Among the deletions were files in folders titled "AB9Backup," 

"AB9Plan," "LegendBMPs," "Plan Backups," "Matrix Backups," "Reports," and "Saved 

Matrix." These deletions do not appear to be related to any routine maintenance of the computer, 

because folders containing similar data but with different names were not targeted for deletion. 

8. Evidence of deletions in 2012 also appears on "ASM Republican WRK 32586," 

although the number of files deleted is less than that of "Sen Republican WRK 32864." Among 

the items deleted was a folder titled "Draft Plans for Printing," as well as its subfolder titled 

"Hispanic amendment" and all ofthe folders' contents. This folder was created on January 6, 

2012, and then deleted less than one minute later, by a user logged into the system as "afoltz." 

9. I have recovered a sample often of these deleted documents. The documents 

appear to be the same or similar to non-deleted documents that I located in a folder called 

"Projects," located on the desktop of the afoltz user account. Without further analysis, I am 

unable to determine ifall of the deleted documents from this folder associated with the afoltz 

account can be accounted for among the non-deleted data. 

10. On that same computer, "ASM Republican WRK 32586," I have recovered four 

million deleted master file table ("MFT") entries. The MFT is like a table of contents for the 

hard drive, tracking files by name, date, and location. When a file is deleted, the MFT entry 

associated with that file is also deleted. Thus, my recovery of four million deleted MFT entries 

would ordinarily signal the deletion of four million files. However, some of the deleted MFT 

entries reference files that still exist on the hard drive. In my experience, this is unusual. The 

only other time I have seen such a pattern is when data were deleted and then restored from a 
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backup; the restoration brings back the file itself, leaving the deleted MFT entry. I cannot, at this 

stage of the analysis and without further work, explain why the files associated with some of the 

four million deleted MFT entries are not at this time deleted. 

II . It is my opinion, based on my experience, that at least 60 to 70 percent of the cost 

of this entire project is a consequence of the deletion of data from these computers. Identifying 

the population of deleted data files- and then recovering as much of the deleted data as can be 

recovered- is a time-consuming, resource-intensive, and (therefore) expensive process. Only 

after the deleted data are recovered will CFS have a complete population of data on which to run 

searches, as well as to allow a comparison of the documents and data that were produced during 

the litigation with the documents and data that were not produced. 

12. If! am instructed to proceed with the remainder of the work that I have 

suspended, the work that will follow CFS's recovery of deleted data includes creating indexes 

for each device, processing the e-mail files on each device, running the search terms provided by 

plaintiffs' counsel, and generating a report for the legislature's and LTSB's counsel and for 

plaintiffs' counsel to review. 

I declare under penalty of perjury that the foregoing is true and correct. 

Dated: April 10, 2013. 

Mark Lanterman 
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